TELECOM
Paris

— 4 4 |

DONIINIE is in a quantum state?

How much secure randomness

(1QIS)05,



| Problem setup

TELEEUM
AT




| Problem setup

. ) .

TELEEUM
AT




| Problem setup

. ) .

TELEEUM
AT




Problem setup

PA
> X
Close to uniform

2/8

2024-11-08

arXiv:2410.16447

TELEEUM
it
5 i |



Problem setup

310X0[+3[1)1]
> X
Close to uniform

2/8

2024-11-08

arXiv:2410.16447

TELEEUM
it
5 i |



Problem setup

310X0[+3[1)1]
> X
Close to uniform

2/8

2024-11-08

arXiv:2410.16447

TELEEUM
it
5 i |



| Problem setup

0|+ J1)1
Ljoxo|+3 (1)1
Close to uniform

TELEEUM
AT




| Problem setup

' 0|+ i

O)0|-+3 [1X1]

Close to uniform x

TELEEUM
AT




| Problem setup

' 0|+ i

O)0|-+3 [1X1]

Close to uniform x

TELEEUM
AT




| Problem setup

' 0|+ §

0)0[+5 11|

Close to uniform v/

TELEEUM
AT




2024-11-08

Problem setup

210X01+3 11|

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/

But what if an adversary had
information about the source?

TELEEUM
it
5 i |

1P PARIS




| Problem setup

210X01+3 11|

310)01+3[1X1]

Close to uniform v/

™

PAE

E

TELEEUM
AT




2024-11-08

Problem setup

210X01+3 11|

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

310,00 e+ 52 11,1 4

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

310,00 e+ 52 11,1 4

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/

pxe = %10,20)0, 0| + 3 |1, X1, 1|

TELEEUM
it
5 i |

2 1P PARIS




2024-11-08

Problem setup

10)0[+3 (1)1

110,00 4p+ 21,1 4 PXE
Pguess

arXiv:2410.16447

L10)0l+3 /1)1

Close to uniform v/

= 310,90}, o] + 3 |1, ¥1)(1, |
4

TELEEUM
it
5 i |

2 1P PARIS




| Problem setup

Lio)0|+2 1)1
u . Li0y0]+1 (11|

Close to uniform v/
Secret X

|0,0>AE+§|1’1>AE PXE = % |07 1/}0><07 1/}0’ + % |17 1/}1><17 d}l’
4

Pguess =

TELEEUM

wi
5 i |

2024-11-08 arXiv:2410.16447 2 1P PARIS




2024-11-08

Problem setup

210X01+3 11|

arXiv:2410.16447

210)0[+31)1]
Close to uniform v/
Secret X

PXE = % |071/}0><071/}0’ + % |171/}1><17¢1’
4

What if we try to be clever?

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

arXiv:2410.16447

310)(0]+3[1X1]

Close to uniform v/
Secret X

PXE = % |071/}0><071/}0’ + % |171/}1><17¢1’
4

What if we try to be clever?
Let's use POVMs!

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

310,00 e+ 52 11,1 4

arXiv:2410.16447

310)01+3[1X1]

Close to uniform
Secret

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

arXiv:2410.16447

310)01+3[1X1]

Close to uniform
Secret

TELEEUM
it
5 i |

1P PARIS




| Problem setup

210X01+3 11|

310)01+3[1X1]

Close to uniform v/
Secret v/

_ 1 1
310,00 e+ 52 11,1 4 pxe =3Ix®3lE

TELEEUM

wi
5 i |

2024-11-08 arXiv:2410.16447 2 1P PARIS




2024-11-08

Problem setup

210X01+3 11|

310,00 e+ 52 11,1 4

arXiv:2410.16447

310)(0]+3[1X1]

Close to uniform v/
Secret v/

pxe = 3Ix® 3le

How does the device implements
such a measurement?

TELEEUM
it
5 i |

1P PARIS




| Problem setup

210X01+3 11|

310)(0]+3[1X1]

Close to uniform v/

\ Secret /
310,0) e+ 2 111) pxe = 3lx @ ;le
%
e
@3 How does the device implements
%/ such a measurement?
Naimark extension: measures first qubit of %

E

TELEEUM

wi
5 i |

2024-11-08 arXiv:2410.16447 2 1P PARIS




| Problem setup

210X01+3 11|

310)(0]+3[1X1]

Close to uniform v/

\ Secret /
310,0) e+ 2 111) pxe = 3lx @ ;le
%
e
@3 How does the device implements
%/ such a measurement?
Naimark extension: measures first qubit of %

E

TELEEUM

wi
5 i |

2024-11-08 arXiv:2410.16447 2 1P PARIS




| Problem setup

210X01+3 11|

310)01+3[1X1]

Close to uniform v/
Secret v/

e

PBE pxe = 3lx ® 3lg

E

TELEEUM
AT




2024-11-08

Problem setup

210X01+3 11|

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/
Secret v/

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

|0,0>BE+|1,1>BE 6\‘

V2 Q
&

N

O

&g
&
E

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/
Secret v/

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

|0,0>BE+|1,1>BE 6\‘

V2 Q
&

N

O

&g
&
E

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/
Secret v/

= 110,0)0,0] + 1 |1,1)1, 1|

TELEEUM
it
5 i |

1P PARIS




2024-11-08

Problem setup

210X01+3 11|

|0,0>BE+|1,1>BE 6\‘

V2 Q
&

N

O

&g
&
E

arXiv:2410.16447

310)01+3[1X1]

Close to uniform v/
Secret X

= 110,0)0,0] + 1 |1,1)1, 1|

TELEEUM
it
5 i |

1P PARIS




2/8

2024-11-08

Problem setup

arXiv:2410.16447

» X

Close to uniform
Secret

TELEEUM
it
5 i |

1P PARIS




| Problem setup

PA

Entanglement

2024-11-08 arXiv:2410.16447

» X

Close to uniform
Secret

TELEEUM
it
5 i |

1P PARIS




| Problem setup

PA

» X

Close to uniform

Entanglement
Secret

How much randomness can we
generate against such a powerful Eve?

TELEEUM
it
5 i |

1P PARIS




| Problem setup

PA

» X

Close to uniform

Entanglement
Secret

min Eve’s uncertainty

TELEEUM

wi
5 i |

2024-11-08 arXiv:2410.16447 ﬁ-" PARIS




| Problem setup

PA

» X

Close to uniform

Entanglement
Secret

min Eve’s uncertainty

TELEEUM

wi
5 i |

2024-11-08 arXiv:2410.16447 ﬁ-" PARIS




2024-11-08

Problem setup

PA

Entanglement

arXiv:2410.16447

s.t.

» X

Close to uniform
Secret

Eve’s uncertainty

Source produces pa

TELEEUM
it
5 i |

1P PARIS




| Problem setup

PA

Entanglement

s.t.

» X

Close to uniform
Secret

Eve’s uncertainty

Source produces pa
Device implements {M,},

TELEEUM
it
5 i |

@ IP PARIS




2024-11-08

Problem setup

PA

Entanglement

arXiv:2410.16447

» X

Close to uniform
Secret

H(X’ E)pXE

Source produces pa
Device implements {M,},

TELEEUM
it
5 i |

@ IP PARIS




| Problem setup

PA

» X

Close to uniform

Entanglement
Secret

min  H(X|E) e

st. Treg[pase] = pa
Device implements {M,},

TELEEUM

wi
5 i |

2/8 2024-11-08 arXiv:2410.16447 W2 1P PARIS




| Problem setup

PA

» X

Close to uniform

Entanglement
Secret

min H(X|E
pABE A Px}y (X )pXE

st. Treg[pase] = pa
M, = Trg [Px (Ia ® pB)]

TELEEUM

wi
5 i |

2/8 2024-11-08 arXiv:2410.16447 W2 1P PARIS




| Problem setup

PA

» X

Close to uniform

Entanglement
Secret

min H(X|E
min (X1E)pxe

st. Treg[pase] = pa
My = Trg [Px (Ia ® ps)]

This is the randomness produced
by pa and {M,}, against a general adversary!

TELEEUM
it
5 i |

1P PARIS




3/8

2024-11-08

Problem statement

B Randomness hand-waved using entropies

arXiv:2410.16447

TELEEUM
wris
5 i |

W2 1P PARIS




3/8

2024-11-08

Problem statement

B Randomness hand-waved using entropies
B c-secure randomness:

1
PXE e CT/X ® pE
x

arXiv:2410.16447

TELEEUM
wris
5 i |

W2 1P PARIS




3/8

2024-11-08

Problem statement

B Randomness hand-waved using entropies

B c-secure randomness:

* Uniformly random

arXiv:2410.16447

PXE e

dx

Ix ® pe

TELEEUM
wris
5 i |

W2 1P PARIS




3/8

2024-11-08

Problem statement

B Randomness hand-waved using entropies
B c-secure randomness:

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve

arXiv:2410.16447

TELEEUM
wris
5 i |

W2 1P PARIS




3/8

2024-11-08

Problem statement

B Randomness hand-waved using entropies
B c-secure randomness:

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

arXiv:2410.16447

TELEEUM
aris
5 i |

W2 1P PARIS




3/8

pAEB{ Px}y

2024-11-08

Problem statement

B Randomness hand-waved using entropies

B c-secure randomness:

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

min  H(X|E)

PXE

arXiv:2410.16447

randomness produced by p4 and {M,},

TELEEUM
aris
5 i |

W2 1P PARIS




3/8

sup

{M}, paes{Px}y

2024-11-08

Problem statement

B Randomness hand-waved using entropies
B c-secure randomness:

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

min  H(X|E),,. = maximal randomness produced by pa

arXiv:2410.16447

TELEEUM
aris
5 i |

W2 1P PARIS




3/8

sup

{My}, paes{Px}y

2024-11-08

Problem statement

B Randomness hand-waved using entropies
B c-secure randomness:

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

min  H(X|E),,. = maximal randomness produced by pa

B "maxmin" problem

arXiv:2410.16447

TELEEUM
aris
5 i |

W2 1P PARIS




3/8

sup

{My}, paes{Px}y

2024-11-08

Problem statement

B Randomness hand-waved using entropies
B c-secure randomness:

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

min  H(X|E),,. = maximal randomness produced by pa

B "maxmin" problem
B dim(E) arbitrary

arXiv:2410.16447

TELEEUM
aris
5 i |

W2 1P PARIS




B Randomness hand-waved using entropies

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

] Problem statement
B c-secure randomness:
sup  min  H(X|E),,,

3/8

{My}, paes{Px}y

2024-11-08

B "maxmin" problem
B dim(E) arbitrary

arXiv:2410.16447

= maximal randomness produced by pa

B Optimize over all Naimark
extensions

TELEEUM
aris
5 i |

W2 1P PARIS




B Randomness hand-waved using entropies

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

] Problem statement
B c-secure randomness:
sup  min  H(X|E),,,

3/8

{My}, paes{Px}y

2024-11-08

B "maxmin" problem
B dim(E) arbitrary

arXiv:2410.16447

= maximal randomness produced by pa

B Optimize over all Naimark
extensions

* dim(B) arbitrary

TELEEUM
aris
5 i |

W2 1P PARIS




B Randomness hand-waved using entropies

1
PXE e CT/X ® pE
x

+ Uniformly random, independent of Eve
* (Dupuis, 2023): link with sandwiched Rényi entropies H,,

] Problem statement
B c-secure randomness:
sup  min  H(X|E),,,

3/8

{My}, paes{Px}y

2024-11-08

B "maxmin" problem
B dim(E) arbitrary

arXiv:2410.16447

= maximal randomness produced by pa

B Optimize over all Naimark
extensions

* dim(B) arbitrary
® — Not trivial!

TELEEUM
aris
5 i |

W2 1P PARIS




4/8

2024-11-08

Reductions

sup min

POVM {M.}, pyii'th, y

arXiv:2410.16447

X

s.t.

H(X|E)

PXE

Trge [pase] = pa
My = Trg [Px (Ia ® Trae [pase])]

TELEEUM
wris
5 i |

W2 1P PARIS




4/8

2024-11-08

Reductions

sup min

POVM {M.}, pyii'th, y

B Eve: purifies pag

arXiv:2410.16447

X

s.t.

H(X|E)

PXE

Trge [pase] = pa
My = Trg [Px (Ia ® Trae [pase])]

TELEEUM
wris
5 i |

W2 1P PARIS




4/8

2024-11-08

Reductions

sup min
POVM {M,}, |¥aBE)
PVM {P.},
s.t.

B Eve: purifies pag

arXiv:2410.16447

H(X|E)

PXE

Tree [|ase)(VaBel] = pa
M, = Trg [Px (Ia ® Trag [[Vage)(¥aBe]])]

TELEEUM
wris
5 i |

1P PARIS




4/8

2024-11-08

Reductions

sup min H(X|E) pxe
POVM {M,}, |¥aBE)
PVM {P},

s.t. Trge [|vage)Vagel] = pa
My = Trg [Px (Ia ® Trae [|[Yae XV agel])]

B Eve: purifies pag
® Alice: picks rank-1 extremal POVM

arXiv:2410.16447

TELEEUM
aris
5 i |

1P PARIS




4/8

2024-11-08

Reductions

sup min H(X|E)
Extremal rank-1 POVM {My}, _ |¥aBE)
PVM {Px},

s.t. Tree [[vaBe)VaBel] = pa

PXE

My = Trg [Px (Ia @ Trae [|Yae XV agel])]

B Eve: purifies pag
® Alice: picks rank-1 extremal POVM

arXiv:2410.16447

TELEEUM
wris
5 i |

W2 1P PARIS




4/8

2024-11-08

Reductions

sup min H(X|E)
Extremal rank-1 POVM {M,}, _ |¥aBE)
PVM {Px},

s.t. Tree [[vaBe)VaBel] = pa

PXE

My = Trg [Px (Ia ® Trae [|YaBe )V aBel])]

B Eve: purifies pas
® Alice: picks rank-1 extremal POVM
B Technical result: M rank-1 extremal — pxg 1L pg

arXiv:2410.16447

TELEEUM
aris
5 i |

1P PARIS




4/8

2024-11-08

Reductions

sup min H(X|E)

PXE
Extremal rank-1 POVM {M,}, [¥aBE)

s.t. Tree [[vaBe)VaBel] = pa

B Eve: purifies pas
® Alice: picks rank-1 extremal POVM
B Technical result: M rank-1 extremal — pxg 1L pg

arXiv:2410.16447

TELEEUM
aris
5 i |

1P PARIS




4/8

2024-11-08

Reductions

sup min H(X|E)

PXE
Extremal rank-1 POVM {M,}, [¥aBE)

s.t. Tree [[vaBe)VaBel] = pa

B Eve: purifies pas

® Alice: picks rank-1 extremal POVM

B Technical result: M rank-1 extremal — pxg 1L pg
—> We only need to find the best rank-1 extremal POVM!

arXiv:2410.16447

TELEEUM
aris
5 i |

1P PARIS




I A simple case

pa = [0)0]

TELECOM

2024-11-08 arXiv:2410.16447 How much secure randomness is in a quantum state?



5/8

2024-11-08

A simple case

pa = |0)0]

arXiv:2410.16447

Extremal

TELEEUM
wris
5 i |

1P PARIS




5/8

2024-11-08

A simple case

pa = |0)0]

arXiv:2410.16447

Probability

0.8

0.4

0.2

Extremal

min H(X|E) ~ 1.792

0.6

1 2
Outcome

TELEEUM
aris
5 i |

W2 1P PARIS




5/8

2024-11-08

A simple case

pa = |0)0]

arXiv:2410.16447

Probability

0.8

0.4

0.2

Extremal

min H(X|E) ~ 1.792

SIC-POVM

0.6

1 2
Outcome

TELEEUM
aris
5 i |

W2 1P PARIS




5/8

2024-11-08

A simple case

pa = |0)0]

arXiv:2410.16447

Probability

0.8

0.4

0.2

Extremal

min H(X|E) ~ 1.585

SIC-POVM

0.6

1 2
Outcome

TELEEUM
aris
5 i |

W2 1P PARIS




I A simple case
Not extremal
minH(X|E) =1

pa = [0X0|
1
0.8} B
Z 06| i
Qo
3
& 041 B
0
0 1 2 3
Outcome

M= {310 3 )1 XD




| A simple case
Not extremal

min H(X|E) =1
pa = [0)0lf
1
0.8 - B
_ L
| £ oof |
— ¢ ., 8 I
S 04p g
0.2 i
0
0 1 2 3
Outcome

Key result: extremal rank-1 POVMs are dense within rank-1 POVMs
R

5/8 2024-11-08 arXiv:2410.16447 W2 1P PARIS




5/8

2024-11-08

A simple case

arXiv:2410.16447

Probability

0.8

0.4

0.2

Extremal
min H(X|E) ~ 2

0.6

1 2 3
Outcome

TELEEUM
aris
5 i |

W2 1P PARIS




6/8

2024-11-08

Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

arXiv:2410.16447

TELEEUM
wris
5 i |

1P PARIS




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

sup min  Ho(X|E)py = log(di) — H_o (A)
{M,}, Paes.{Px}y ———— N R

TELECOM
EZET
68 20241108 arXiv:2410.16447 e paris




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

sup min  Ho(X|E)py = log(di) — H_o (A)
{M,}, Paes.{Px}y ———— N R

Maximum H,-randomness

TELECOM
EZET
68 20241108 arXiv:2410.16447 e paris




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

sup min  Ho(X|E)py = log(di) — H_o (A)
{M,}, Paes.{Px}y ———— N
Upper-bound

Maximum H,-randomness

TELECOM
EZET
68 20241108 arXiv:2410.16447 e paris




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,
Extremal POVM
sup min  Ho(X|E)py = log(di) — H_o (A)

{M,}, Paes.{Px}y —— N
Upper-bound

Maximum H,-randomness

TELECOM
EZET
68 20241108 arXiv:2410,16447 e paris




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

sup min  Ho(X|E)py = log(di) — H_o (A)
{M,}, Paes.{Px}y ———— N
Upper-bound  gjde-information

Maximum H,-randomness

TELECOM
EZET
68 20241108 arXiv:2410.16447 e paris




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

sup min  Ho(X|E)py = log(di) — H_o (A)
{M,}, Paes.{Px}y ———— N
Upper-bound  gjde-information

Maximum H,-randomness

Recovers the results of (Meng et al., 2024) if:

TELECOM
EZET
68 20241108 arXiv:2410.16447 e paris




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

sup min  Ho(X|E)py = log(di) — H_o (A)
{M,}, Paes.{Px}y ———— N
Upper-bound  gjde-information

Maximum H,-randomness

Recovers the results of (Meng et al., 2024) if:
B Restrict to PVMs

TELECOM
EZET
68 20241108 arXiv:2410.16447 e paris




| Analytical solution

Solve exactly for (operationally-relevant) sandwiched Rényi entropies H,,

sup min  Ho(X|E)py = log(di) — H_o (A)
{M,}, Paes.{Px}y ———— N
Upper-bound  gjde-information

Maximum H,-randomness

Recovers the results of (Meng et al., 2024) if:
B Restrict to PVMs
B Picka—1lora—

TELECOM
EZET
68 20241108 arXiv:2410.16447 e paris




7/8

2024-11-08

Main result

Main result
Let be a source producing a d-dimensional quantum state pa.

arXiv:2410.16447

TELEEUM
aris
5 i |

1P PARIS




7/8

2024-11-08

Main result

Main result

Let be a source producing a d-dimensional quantum state p4. There exists a

protocol that extracts up to

: o
log (d3) — S, (Hzaa1 = Iog(e))

bits of e-secure randomness.

arXiv:2410.16447

TELEEUM
aris
5 i |

W2 1P PARIS




7/8

2024-11-08

Main result

Main result

Let be a source producing a d-dimensional quantum state p4. There exists a

protocol that extracts up to

: o
log (d3) — S, (Hzaa1 = Iog(e))

bits of e-secure randomness.

®m Quantifies how useful a given source is for QRNG

arXiv:2410.16447

TELEEUM
aris
5 i |

1P PARIS




7/8

2024-11-08

Main result

Main result

Let be a source producing a d-dimensional quantum state p4. There exists a

protocol that extracts up to
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®m Quantifies how useful a given source is for QRNG
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B Future steps

+ Limiting argument

— Discontinuities = hard to implement

— Bound holds and is tight for general d - - -
— -+ but reachability is only proven in the qubit case!
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